
Cyber on steroids, game 
changer, or light at the end of 
the tunnel?

Nuno Carvalho, ENISA

22/09/2026



2

5 Prediction for 2027 (or earlier)

1. The current frontier models will look dumb

2. An open source / open weight equivalent of 

MYTHOS 5 will be available

3. All vulnerability finding & patching will be 

done by AI

4. 95%-99% of the code will be written by 

models

5. The first examples of superhuman attacks 

(on cryptography, physics, exploits)
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The opportunity and the risk

Patching Vulnerabilities:

Slow & Human in the Loop

Vulnerabilities

are now found

very fast … 

But they aren’t

patched at the

same speed.

Finding Vulnerabilities & 

Creating Patches:

Faster & Cheaper

OPPORTUNITY RISK
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Ai accelerates vulnerability pressure
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We are not alone!
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The role of ENISA under the EU AI Action Plan

Making frontier AI 
safe, accessible & 
deployable

Establish sovereign evaluation 
infrastructure via access to frontier & 
open models.

Preparing the EU's 
cyber ecosystem

Guidance, recommendations, 
advisories and more practical advice. 

Scaling European AI 
capabilities for cyber

Building capacity both in technology 
and human capital.

Pillar 1 Pillar 2 Pillar 3

• Help create a Contingency Plan under 

the European Blueprint along with EC

• Build together with Joint Research 

Centre (JRC)  a secure testing 

platform for AI in cybersecurity use 

cases, including "cyber ranges" starting 

with the first cases in Q4 2026) and 

expanding them in the next 2 years

• Issue guidance, recommendations, 

advisories and best practices on protecting 

against AI-powered threats and secure 

integration of AI into cyber operations

• Help modernise vulnerability management 

practices/tools for the AI era

• Launch a pilot Critical Open Source 

Resilience Campaign to accelerate patching 

using AI (Q4 2026)

• Contribute to the launch an EU 

Grand Challenge on AI-assisted 

vulnerability remediation (Q4 

2026)
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ENISA’s Cases Studies & Experiments

✓
AI-ASSISTED

Vulnerability
Management

Lifecycle

1
Agentic skills &
harness creation

2 AI-assisted discovery
& classification

3 Deduplicate, triage
& prioritise

4 AI-assisted vulnerability
exploitation5 Reporting & coordinated

disclosure

6 Remediation &
patch generation

7 Token usage &
cost assessment

Discovery and classification Controlled exploitation Continuous lifecycle flow

Seven-step AI-assisted vulnerability management testing cycle
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Our Access to Frontier AI Models

TODAY



Observations on AI Powered Vulnerability Management



Our Delivery Roadmap



Thank you for your attention

ENISA
European Union Agency 

for Cybersecurity

Athens Office
Agamemnonos 14

Chalandri 15231, Attiki, Greece

Brussels Office
Rue de la Loi 107

1049 Brussels, Belgium ai@enisa.europa.eu
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Our Lab & Harness
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